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Agenda

« Background
* Digital Security — what does it mean
« Operating system
* Virus protection
* Introduction to Zoom Security Features

« Before a session
* During a session

* Things to consider
*« QRA
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I Background

« Why this webinar?
* Who is it aimed at
 What will you get from it

* Ask questions
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Digital Security!
What does it (practically) mean

* Protecting your digital activities from malicious intent
by 34 parties

* Types of Threat
« Software (Virus)
 Data (Documents, videos, personal information)
* Physical (digital interruption and access)

« Note of Realism
e This is not the movies
* Need to be secure but need to be accessible
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I Digital Security - Good Practice

Operating System
« Update regularly

Online-Activity

Ant-virus

« HAVE (at least)ONE!
 Keep it up to date
Operating
EYBIEmE Online Activity

 Don't open the unknown
« Keep passwords safe

« Use app security features
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Question?

How confident are you with your computing knowledge?



I Operating System - Good Practice

Operating System

« Update regularly
Online-Activity

Ant-virus

« HAVE (at least)ONE!
« Keep it up to date
Operating
EYBIEmE Online Activity

 Don't open the unknown
« Keep passwords safe

« Use app security features
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I Operating System - Good Practice

mmmmmmm

/N Check for updates
R/

System settings

Settings

Search the web

> Windows Update setuke

L check for updates - See web results

N
R/

Check for updates

indows specifications

1. Go to windows search

bar:

» Type “check for updates”

2. Open the systems
settings
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I Operating System - Good Practice

Windows Update 1. Status of last updates

““““““ You're up to date S
SboTs Last checked: Today, 01:25

2. Check now for updates

Update & Security

Check for updates
I Z Windows Update
4 Delivery Optimisation
g for information about the
¥ Windows Security @ P'_E“TISE Updateﬁ fDr '_Ilr da'_fs ) lupdates?
Visit Advanced options to change the pause period o T
ItIoNa vVance
°

2 Troubleshoot R
(©.. Change active hours Siorage .
S Recov L e feTal .
S Currently 08:00 to 00:00 e O pt I O n S
@ Activation

B e ® View update history

See what updates are installed on your device

W For developers

& Windows Insider Programme|

73 Advanced options

g £ Type here to search "H Additional update controls and settings
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I Operating System - Good Practice

1. Click “Check for

Windows Update N
updates

SSSSSS You're up to date - B @
el Last checked: Today, 01:25
Update & Security vic es

g 'k 2. Download and install

4 Delivery Optimisation

g for information about the
¥ Windows Security @ Pau = pdEtE‘S fDr 7 dEI'_l,I'S . lupdates?
Visit Advanced options to change the pause period l I p a eS
T Backup

2 Troubleshoot

(.. Change active hours
2 Recov [ ~ o )
s Currently 08:00 to 00:00

@ Activation

& M View update history 3 E d h 1
i derecier ® See what updates are installed on your device . n CO u ra g e yo u to O t I S

& Windows Insider Programme| | |
73 Advanced options reg u a r y
g O Type here to search "H Additional update controls and settings x o
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I Operating System - Good Practice

Windows Update

Updates available
Last checked: Today, 10:40

Status: Installing - 0%

g

Security Intelligence Update for Windows Defender Antivirus - KB2267602 (Version 1.313.1638.0)

J

@ Pause updatea for7 da}rs

(_T-\(D Change active hours

Currently 08:00 to 00:00

O View update h|5tor';.r
at updates installed on your

73 Advanced options
"H additional update controls and settings

sit Adva options to change the pause perio

device

My system was up-to-
date at 01:25

At 10:40 another update
was available

Status changes to show
Windows Defender
updating
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I Operating System - Good Practice

— 1. Select "Advanced
@ Advanced options O pt i O n S"

Update options

Receive updates for other Microsoft products when you update Windows

@D o

°
Download updates over metered connections (extra charges may apply) b | | I t
& o 2. Enaple a optioNs

Restart this device as soon as possible when a restart is required to install an update. Windows will display a notice before the restart and the device must be on and
plugged in.

@D o~

Update notifications

Show a notification when your PC requires a restart to finish updating

@ on

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When you reach the pause limit. your device will
need to get new updates before you can pause again.

Pause until

Select date

Jptimisation

o
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Question?

How confident are you with the topic of Computer Virus protect?



I Anti-Virus - Good Practice

Operating System
« Update regularly

Online-Activity

Ant-virus
« HAVE ONE! (at least)

 Keep it up to date

Operating
S Online Activity

 Don't open the unknown
« Keep passwords safe

« Use app security features
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Anti-Virus / Anti-Malware

(or both)
v/ Nerton :K
U McAfee M wWindows

QP Defender

J{ avast 'B

Bitdefender

* Large choice — make an
Informed choice

» Protect against all
malicious software (not
Just virus)

* Only pay for what you
need

« Keep up-to-date
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I Different Types of Threat

Ransom Ware

Access to your computer
and files is locked until a
ransom is paid and a
release-code is issued.

Spyware
Captures your activity

and data and transmits
it to a 3@ party without
your permission

Virus

Code that will infect your
computer and attempt to
spread to other computers
(e.g. Trojans, worms)

Adware

Programmes that
continually display
adverts or directly to
targeted sales websites
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I Recommendation

Paid Solution

Free Solution

‘- Windows

" Defender f Norton

by Symantec

Malwarebytes

MY ANTI-MALWARE

Microsoft Defender provides a high All Norton product range offers good
standard of “traditional virus” detection protection for both Virus and Malware
with minimal performance impact protection with a clear pricing structure.

Malwarebytes provides latest Malware
detection
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Question?

How confident are you at configuring Zoom security?



I Digital Security - Good Practice

Operating System
« Update regularly

Online-Activity

Ant-virus
« HAVE (at least)ONE!
 Keep it up to date

Operating
Systems

Online Activity
 Don't open the unknown

« Keep passwords safe
« Use app security features
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I Video Conferencing tools

 Once again here is lots of
choice.

O
Zzoom *
* Needs to work for you

Py S | AND your clients
'.' iIgNa
) 4 g « Pay attention to the

N

B Al settings!!
cisco Webex
é jitsi.org
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Zoom Security

How to setup a secure meeting using Zoom.
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Before creating any
meetings...



I Zoom: Setup

c Zoo

m

Mew Meeting ~

Share screen ~

Schedule

00

J

Mo upcoming meetings today

* Review your setting
before starting any
professional meetings

» Default settings are very

open.

« Pay particular attention to
block “Zoom-bombing”
and unauthorised

recording
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I Zoom: Change your settings

) Settings
Video
Audio
Share Screen

0O chat

Virtual Background
Recording
Profile
Statistics

Q Keyboard Shortcuts

Accessibility

[ start Zoom when | start Windows

When closed, minimize window to the notification area instead of the task bar
[_] Use dual monitors

("] Enter full screen automatically when starting or joining a meeting
() Automatically copy invitation URL once the meeting starts

Ask me to confirm when | leave a meeting

(] Show my connected time

(] Remind me 5 minutes before my upcoming meetings

(] stop my video and audio when my display is off or screen saver begins

Reaction Skin Tone

Y XX

* The Initial settings page
only shows high-level
settings.

» Use the link Indicated to
access detailed settings
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I Zoom: Detailed settings

ZOOI I l SOLUTIONS ~ PLANS & PRICING CONTACT SALES

PERSONAL

> User Management

Audio Type

> Room Management Determin

> Account Management

Meeting Recording Telephone
Profile
Meetings Schedule Meeting
Webinars Host video C)
. Start meetings with host video on
Recording
Setting: . i
Participants video C)
Start meetings with participant video on. Participants
can change this during the meetin;
ADMIN

choose to use their computer microphone/speaker or
use a telephone. You can also limit them to just one of

REQUESTADEMO  +44(20) 7039 8961 OR 0800 368 7314 RESOURCES ~ SUPPORT

SCHEDULE A MEETING JOIN A MEETING HOST A MEETING ~

« Settings are broken down
INto three main categories

* The "Meeting” section is
further divided into:

Other

Schedule Meeting
INn Meeting (Basic)
In Meeting (Advanced)
Email Notification
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Zoom: Detailed settings

Scheduling Meeting

Schedule Meeting

Host video
Start meetings with host video on

Participants video
Start meetings with participant video on. Participants can change this during (e
meeting.

Audio Type

Determin ticipant the audio portion of the meet |
joining aud fou can let them chi to us ir c t

mi I peak ruse a tel Yol ilso | i £ t

crophone/speaker or use 2 one an g t the just one o
those audio types. If vou have 3rd party audio enabled, you can require that 3
participants follow the instructions yvou provide for using non-Zoom audio.
© Telephone and Computer Audio

Telephone

Computer Audio

Join before host

Allow participants to join the meeting before the host arrives

* As the "Host” you should
control all aspects of the
meeting.

* As standard, everyone
should join with video

turned-off (they can turn this on
once they are in the meeting)

* Clients should NOT be
allowed to join before the
host
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Zoom: Detailed settings
Scheduling Meeting

Only authenticated users can join meetings from Web client

* All meetings you arrange
should be password
protected.

The participants need to authenticate prior to joining meetings from web clig

Require a password when scheduling new meetings

A password will be generated when scheduling a meeting and participants re
the password to join the meeting. The Personal Meeting ID (PMI) meetings a
included.

* You should not allow
“‘one-click join” for your
meetings

Require a password for instant meetings

A random password will be generated when starting an instant meeting

Require a password for Personal Meeting 1D (PMI)

Only meetings with Join Before Host enabled

O All meetings using PMI

Embed password in meeting link for one-click join

Meeting password will be encrypted and included in the join mesting link to ;

participants to join with just one click without having to enter the password. I
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Zoom: Detailed settings
Scheduling Meeting

* As standard, everyone
iufi_FT'L'F“C":HL”:S:TDHSTT when they join the meeting. The host con S h O u | d jo i n Wit h a u d i O
s e turned-off (they can turn this on

once they are in the meeting)
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Zoom: Detailed settings

In Meeting (Basic)

In Meeting (Basic)

Require Encryption for 3rd Party Endpoints (H323/5SIP) D

Foom requires encryption for all data between the Zoom cloud, Zoom client, anc
Zoom Room. Require encryption for 3rd party endpoints (H323/51P).

Chat
Allow meeting participants to send a message visible to all participants

Private chat

Allow meeting participants to send a private 1:1 message to another participgt.

Auto saving chats

Automatically save all in-meeting chats so that hosts do not need to manuallyi@ave
the text of the chat after the meesting starts.

« One method of Zoom-
bombing iIs to send
INnappropriate “Chats”

 YOu can disable chats
(both public and
private)

* Prevent “Auto-saving”

Copyright 2019 bluePANGOLIN [td © - All rights reserved



Zoom: Detailed settings
In Meeting (Basic)

* As the host of the session,
N you should be aware if
Heard by haost and all attendees a nyo n e jo i n S d u ri n g yo u r

@ Heard by host only

L]
When each participant joins by telephone SeSS I : n °

Record and play their own voice

| * Transfer of files of files or
s s o g et . information should be
locked.

Feedback to Zoom

Add a Feedback tab to the Windows Settings or Mac Preferences dialog, and
also enable users to provide feedback to Zoom at the end of the meeting

Display end-of-meeting experience feedback survey

Display a thumbs up/down survey at the end of each meeting. If participants
respond with thumbs down, they can provide additional information about wh

went wrong.
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Zoom: Detailed settings
In Meeting (Basic)

* Screen sharing allows you
::Irl:':\-'hl_:I';uLI;l'|-'_|::_'1'Lii_i'_|=|||Lb to share their screen or content during meetings (O r yo u r Cl |e nt) tO d |S p | ay

QO Host Only All Participants (3) fi |eS frOm thei r Com pUter
Who can start sharing when someone else is sharing? to eve ryo n e O n t h e C a | |

Host Only All Participants (3)

Disable desktop/screen share for users ,:) ° A n n Ota t i O n & VV h ite bo a rd
Dib\.IIL:|Ej'_|Ebkl:.iu‘ screen share in a meeting and only allow sharing of selected a re m et h Od S Of WO r kl N g
on a shared screen

Annotation

Allow participants to use annotation tools to add information to shared screens

Is this appropriate for your
Whiteboard sessions?

Allow participants to share whiteboard during a meeting [

Auto save whiteboard content when sharing is stopped
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Zoom: Detailed settings
In Meeting (Basic)

e Remote control allows

ing, the person who is sharing can allow others to control the Others to ta ke Over a
shared computer

Remote control
During screen shar

shared content

MNonverbal feedback

Participants in a meeting can provide nonverbal feedback and express apinions by

clicking on icons in the HL&'LiLiL:LE[I'.‘: panel. [ °® I_l OW Ca n p a rt i C i p a n tS
Allow removed participants to rejoin eX p reSS t h e m Se |VeS i n a
Allows previously removed meeting participants and webinar panelists to rejoin SeSS i O n ?

Allow participants to rename themselves

Allow mecting partcants an weinar panelsts o e thmsches. Is this appropriate for your
sessions?
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Zoom: Detailed settings

In Meeting (Advanced)

In Meeting (Advanced)

Allow host to type closed captions or assign a participant/third party device to add
closed captions

/| Sawve Captions

Allow participants to save fully closed captions or transcripts

d  Virtual background

Allow users to replace their background with any selected image. Choose or upload
an image in the Zoom Desktop application settings.

Waiting room

Attendees cannot join a meeting until a host admits them individually from the
waiting room. If Wailting room is enabled, the option for attendees to join the
meeting before the host arrives is automatically disabled. )

e In the “Advanced” section

recommend all settings

F Closed captioning @ to be OFF.

F  There are some notable
exceptions:

» Closed Captioning?
 Virtual Background?

* Waiting Room.
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Zoom: Detailed settings
Other settings

* In the “Recording” section
Meeting Recording Telephone | recom mend a” Settings
to be OFF.

Recording

Local recording

* The "Telephone” section
can be left as the default
options.

Allow hosts and participants to record the meeting to a local file

Automatic recording

Record meetings automatically as they start

Recording disclaimer

show a customizable disclaimer to participants before a recording starts (w)

Multiple audio notifications of recorded meeting

Play notification messages to participants who join the meeting audio. These
messages play each time the recording starts or restarts, informing participants
the meeting is being recorded. If participants join the audio from telephone, even if
this option is disabled, users will hear one notification message per meeting.
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During a meeting...

Copyright 2019 bluePANGOLIN [td © - All rights reserved



During a Session
Three key areas to control the session

* Switching audio &
video on and off

 Ending the meeting

« Controlling
participants and
content

John Kavanagh
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Security features

* These features have
already been set In the
settings

* “lLock Meeting” will
prevent anyone else
from joining the
meeting

 What happens if client
Is disconnected?
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I Participant list & Controls

0 j:hntKa,_,anagh (Host, ] — ¥ : N ° CO ntrol
e participants
::ﬂ.:::raiting Room Wit h i n t h e
session
John Kave * YOU can remove

a participant
from the session
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That's all, except ...
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Things to consider in general

* |t Is video conference — people can see youl!
 Don't wear your pyjamas

« Remember your facial expressions and body language
« Pay attention

* |t Is video conference — people can see your room!

« Remove personal items from the background
* Try using “virtual background”

* Avoid being over-heard
* Use headphones
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Things to consider as a Therapist

Is your video conference provider GDPR compliant?

Is an online platform appropriate for your clients age range

What will you do if there is a technical interruption during your
session?

Is your client VC environment suitable?

Can a 3™ party (parent or carer) eavesdrop or record your session?

Do your policies and Terms & Conditions cover remote therapy?

Does your insurance cover remote therapy?

Do you have sufficient e-therapy supervision or peer support?
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I Additional Guidelines

Good Practice in Action 047
Fact Shett AFT

Association for Family Therapy & Systemic Practice
Remote working guidance

-

Working b
- 3

online in the et e e s

Counselllng clinically in any capacity, shol ensull guidance from the following sources:

E.g. HOPC, UKCF, RNC, BACF, GMC stc

Training

Belcre switching to working remotely, therapist should complete 3 training course on remote
anline working in accordance with AFT's CPD policy.

For example sea:

* The Associatin for Counselling and Therapy Online (ACTD) ww

* The Online Therapy institute wu

The UKCP guidel

working with children and young persons’ has been adapted to working
with couples an 5 tandsrds o

AFTi53 comgany mited By guarantae. T
counseiing Regicterod n Engtand Ne, 3018026, Registered Ry No. 1063635,
acp changes Mves 7 Exncutive Suite, St fames Business Cantre, Wikderspoal Causeway, Waringten, WAL 6PS Tel: 01925 448418

BACP: Working online UKCP: Guidelines for
INn the counselling online training.
professions
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Q&A



I Ethernet cable connection

\\
. / h \ =]
2,
\§4 o 4/"’0
\/(1'/ : i s
) ) 2 e
Ry 3 NN
. |
N Y
X

Ethernet cables have "RJ45" connectors on
both ends and can be bought in lengths
ranging from 0.5m up to 100m.

WiFi box probably came as part of your internet It should be rated as “Cat5e” as a minimum.

packages Higher spec cables are available (Cat6, Cat7,

On the back of the box will be a number (usually etc) but are not normally necessary for short

4) “Ethernet ports” you can use to connect your runs of cable

computer directly to the internet with an ———
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Follow-up Questions?

Would you benefit from additional support during the
Covid-19 crisis:

1.1 support setting up for e-Therapy
Trial-run sessions

Ongoing support

Contact us
John.kavanagh@bluePANGOLIN.co.uk
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